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121 "5 dAHTALNA TAHE HHEFF(2007~2009'F)
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AMEFE ZA= oAl 259 FA7F obvdh O2ddd= E7sta sHFAEe] AASS M2E
Az 71&e 4Hd Fo] BxF & 81 Jth EXRFHEC] dd4ae Fid YaHA
U, AR AA7A He APdE E017] A FALAdA AAVE £ AT 24
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Table 1-1 Content to Be Reviewed by Job

Position Section 1 Section 2 Section 3 Section 4 Section 5 Section 6 Section 7 Section 8 Section 9 Section 10

Corporate
Executive X X

Plant
Management

Engineering
Management
Engineers

X X X
X

Procurement
Management

Buyers

X X X X X X
X X X X X X
X X X X

Procurement
Engineers
Operations
Management
Operational
Experience
Maintenance
Supervision
Quality
Assurance
Management
Quality
Engineers X X X X X X X X X

Quality Control
Supervisors

Quality Control
Inspectors X X X X X X X X X X

x
X X X X X X X
x
x
x

X X X X X X X X X
X X X X

x
x
x
x
x
x
x
x
x
x
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2 g0l Ao B oo

21 80 39

EZF(counterfeit) : W& dg] glo] dHAA AFe Estr] st no)H o=z A=xstAv
WA F5S 2T REFS ZFoly YAde M3l EAFES FEToEA ARE 54
o= & EHUE B AR d3te] flo] BAG AFS vt

$1=F (fraudulent) : XFS BHUS £U FAH o8 19H 07 59 #7] (misrepresented)
T FES AW A2FL2 e AEIEAT EAY, AxHAY FAET ASATE AAE
FEELE I BT ojd F5, JHIR)S A FF ANE + A= HA AYE U
A AA7E edd FFEG B2 oF2 Adste] A Add Bfsts 55 A=Fol
2} gt

AZ(incident) : R2E, Y2F, FAvDEo] TAA AP
Aol 01“* =4 AFeu 4 7zt

AP EE(substandard) : FAUZES J=H #AF ALY
M2 FEdAEe]l 189 IEHASEREH FF o
T

A Zs AAAG BE 5L o83 A=

10

T (suspect) : AHFFOIT BxF, AXF, TAVSFLE HHE FHES TR

22 9% o

AFOSI Air Force Office of Special Investigations

AIA Aerospace Industries Association

ANPR Advanced Notice of Proposed Rulemaking (issued by U.S. NRC)
ANS American Nuclear Society

ASD Authorized Service Directory

AWS American Welding Society

CACN Canadian Anti-Counterfeiting Network

CACP US. Chamber of Commerce Coalition against Counterfeiting and Piracy
CALCE University of Maryland Center for Advanced Lifecycle Engineering

CBP U.S. Customs and Border Protection

CFR Code of Federal Regulations
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CFSI Counterfeit, fraudulent, and substandard items

CIB International Chamber of Commerce Counterfeiting Intelligence Bureau

CPSC U.S. Consumer Products Safety Commission

CWI Certified Weld Inspector

DCIS Defense Criminal Investigative Service

DI Defective Item (Department of Energy)

DLA Defense Logistics Agency

DOC United States Department of Commerce

DOC BIS United States Department of Commerce, Bureau of Industry and
Security

DOD United States Department of Defense

DOE United States Department of Energy

DOE HSS United States Department of Energy, Office of Health, Safety, and
Security

EPC Engineering, procurement, and construction

EPRI Electric Power Research Institute

FAA Federal Aviation Administration

FBI Federal Bureau of Investigation

FTP File transfer protocol

GIDEP Government Industry Data Exchange Program

IACC International Anti-Counterfeiting Coalition

IAEA International Atomic Energy Agency

ICE U.S. Immigration and Customs Enforcement

JUTG EPRI Joint Utility Task Group (on procurement engineering)

MMN Manufacturer and model number

NAVAIR Naval Air Systems Command

NCIS Naval Criminal Investigative Service

NEC National Electric Code

NEI Nuclear Energy Institute

NEMA National Electrical Manufacturers Association

NPEP Nuclear Plant Equipment Procurement

NRC US. Nuclear Regulatory Commission

NRTL Nationally recognized testing laboratories

NSSS Nuclear steam system supplier

NUMARC Nuclear Management and Resources Council
NUPIC Nuclear Procurement Issues Committee

OCM Original component manufacturer
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OEM
OES
O&M
POMS

Original equipment manufacturer
Original equipment supplier
Operations and maintenance

PKM]J, Incorporated’s Proactive Obsolescence Management Systems

RAPID Curtiss-Wright/Scientech’s Rapidly Available Parts Information Database

RCMP
RoHS
SAE
SC/1
SECY
SIA
SME
SPOC
STOP
TAG
UL
us.
USACID

Royal Canadian Mounted Police

Reduction of hazardous substances

Society of Automotive Engineers

Suspect and Counterfeit Item program and database (Department of Energy)
Secretary Letter (Issued by U.S. NRC to the NRC Commission)
Semiconductor Industry Association

Subject matter expert

Single point of contact

Strategy targeting organized piracy

Technical advisory group

Underwriters Laboratory, Incorporated

United States

U.S. Army Criminal Investigative Division
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3. H A

o2l LdolA wl-¢ EHAow oo kel AHI QA T2, HAFTA AJSA, 7IE
He-FAHES AvzFel FulEe JAFAES Tt dHAEAFT 77 AAH=
Ze BAEE e Ao 22y, 96 3 Guld Ba3 BE FulFEo] CFSIO
A ARFEE T flth FRTFE AT 7] X" REEFY 1AL AR 4L AA
& Fgol AW, wtEA] PARA AT REF AV oiv EAgE Ut AAE 29T
F7F Aok AAE RExF AHd(incdent)olet & wie 54 77lo i@ REF v O FF
o] mEFERE orste AL okt

dH = 2 (rigging) AHIE AR BH L0 d4HRA AR F 77 S ddEs
HAgoll A mxzF AF(shackle)o]l 1ol Tt oW Ayt Z#jd A7l 233 AHdS
Aoy HAES of7|E 4 da R AT 9 717 £ =8 2 &4 AT o
EESS 22U = Atk

= OE 2 ARy Bt FAUS $Uo| dvkn Fu WAL HAaUTo] AgdtE FUL
of WHH AAALGOI} A BAATAA A J5S A gvd oud Al 2dY
A7k 2 ATE A B3 oS BHs RS AHEA BE 5 Ao

2 BIA FE Coll &/hE U= BAF-AFAAZE vl w2 08 (Government Industry
Data Exchange Program, GIDEP) ¥ w|= oA o] R ZFE Ho]EHo]2 (Suspect and
Counterfeit Item database, S/Cl)oll&= 1% 2 2|74 AHlo RxFH A2y TS A Fe=

SAs) Bul@ o] Add Ae 5 DOESH 71et Ay 7]

.
REES o2 ZHAA BPs Sdo] FFS MAEE B muAe] e obd 3wk
Bd 23 IUEE ZE AR, FAAREAT, Ad D 297 A, A 5 A4
Aol A ol mE o) BEo] HgHT

o] BiA9 A&FH} FA= EEZF(counterfeit), T4 ] D (substandard), =3 (fraudulent)©]z}
© &5 Tdstal Ao s #wehd REEFd HE2F 2 Bl £l dte oEE
WaEsta Aot ‘A EE olghs &7t TE ol Al e AR IEdAVE A
2ol FER AFol AA gxoly AA AF LRI Z A4S FF8A Hske B9t
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BgA REE D RES AUsE 4L FIFHE YUS F YYSE FANDES 44,
Adsts GFE sAl B Ak o] BuAe FX1 Ao dFEE REF, AxEe 58
FARSES AU E #8300 29 & Aok FAULES ol R A% B Aol
gk AR A7l RxF 9 fxF #d 7 2 Qe ARl digk AR Ex9 st
Ou Y RE BRsts AUSes v Held ol vAsor FANSE 4AL B
FAE B AzGASe] RA BT BRI F2E, Tt RE/zd A4S
AR AnE A E o

CFSIZ #RIE 71 o4 see 59| Agoe Bdrd
Ao LAs AR Adolge Fo B

< st ™ PRt ARl ARG B40] BRsr] wEol

vl o] 91 A &= (Immigration and Customs Enforcement, ICE)2 EZF wjiEo] wl= 4
AA LA 7E wd 75%F JR AT AL FAkRkn HAA A C 2R 5 e AR T @l
Aell ok 2008 IAAE] oW AAMTGETH  FAM T HEH(Customs and Border
Protection, CBP)°] ¥F3F ZxEF A4E 14,000 7o) Yo FHozE= 29 72707 =
20073 ?hsfl bR = thRl 38%7F STHATH [2]. kAol SR AR R EG A= A

N 37
zqol =2t £E= AL 7] WZol o5 ZTldA AZE HAHEF] TFAEE T

A
=9 Ay ol= Ak AlFol| AHEE HeAd ol
« Il (active inventory)ell E3HE 7] el zbE A
7 a1, AA " Folof dHdE AlER vk talE] wAlEr] del|l Aol | A= of
7HA] L g H AAE FALAJAE A A= ol
=]

BAE Astete] tdsty EeAR] A4 IS EAGNF e Ao W

CSFI EAl= oA 259 EA7F oyt 1980 d et 1990 @ thol NRC7} 223k B
F Al v=9 dAYAE stedm EEREFS WASE dWrEd duEiES A4St
st A717F HAh o2 oA 5L 1989 M EH NRC Generic Letter 89-02 “A] 2
BZxE 9 xF Ade Asstr] A%t X7 [4]9F 19909 WHEE EPRI R A £

f

oo
rr d N

&
S

EPRI 1019163 (19/86)



o] oy Q] F=7fo] E8f Q] (NP-6629) [5]0] 7€ o] ATt ole} FARRE A3 o] 20000 =4
AR 7| F(IAEA)  71€®A “d9AE AN gAFER 9 EERFER #AY”
(TECDOC-1169)[6]91 = E3FF= o STt
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20099 8¢ YAHWIH L] A=~ = |7} B2 HAAS Sy F 9B

HAAXLE H24A1 T E EWR2H FEAZHY HAF AFd g J&L A7sat. | E

AZH = YA 3o FEE = oo ALREH = AHolATh FU A Fofl, S OEMALSH
[e]] g]_

2 YA o] FEAEZH} FAAYEY BFo] oiygal FASIAT. o] AFEL v]= 9
E 3AZRE Fujg Aot oyt B2ES Fobst Al FAE At o] AREE A
1 #H ol Rt ole] 9 518 AFAE BEQ 29 o yAA " FF
X7 AL Aol Ho T 22 BES X Aol AWE HoYA @i, RERFOE o4
HE ¥ Alzxdd9dsS B OEMAZF H24A1 H3E9] S FU3k Ald o] Fo Alxd
Zo & veht

Recently Identified Counterfeit and Substandard Item Issues

Genuine

Suspect

Figure 5-1 Genuine (Above) and Suspect (Below) Phototransistor Optocouplers
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51.2 LadishA}9] 2FA B

NRC Information Notice 2008-04 [1]< LadishAFe] =FAZWE7F B4 X9 vFHA
T Aulel] AXE AHE BRI Ak 2007 d F 7N 591X, 1509 =] Ladish 225
A¥E BxFo] WHHAT. stue= AX7F d AEda, & stues oo B Foldth

09 5291 2o] AEN} UEFS SACE AA B, FF W BFo| FBE §EolX
LA} A2E ASlE $HS AANFOE BB AL % F ULk

20079 9¢ HIOd AAHLHALY F ¥y 1B A BAFAFY 1 F 2FA I
A st o] AXE WE7} LadishAY] 5% AFEAITWHE HFo] oY=
ATt REXFOZ oAFHE WHO| AYE Ladish ValveAtol] A$3te] 313 A}
HE AHFol ofyegls Aol AT o] MHE niekdA I 77| A |
Zolom, FEUA 5 2 EAE S A7) vgEte A A AN EEAS 3SR

k.

o

24/09/2007 - 24/09/2007

Figure 5-2 Ladish Valve (Left) - Counterfeit Valve (Right)

513 Square D 3| ZX}&7]

NRC Information Notice 2008-4 [1]<> Scott Electric Company”} 2003 3€F¥ 2006d 47}
Al [23], Connecticut ElectricAt7}F 20053 2¥€H-E 2006 8¥7FA] [24], 1E]2 North
American Breaker Company”} 2005 59 5B 20061 5€97}A] [25] +53 Square D 3] Ex}
7] BE2EFES AU AA FHA 9 93] (Consumer Product Safety Commission, CPSC)7} 3] (&
)3 AR Aok 5 FEADGT|= Tl AREHAS™ ‘Square D't o)
HOFEE o] AT CPSColl 2w fxd I2adr]s ARt TAA EY AAfg
of, AH&Al A9 AP E e Aem dEFT

EPRI 1019163 (29/86)



T3 397t G5t HERbl(Catawba), ™ 3o] o] (McGuire), 23U (Oconee) YAHTHAE
BExFol fred Aoz oiH= 7t F Square D I =2AA7|E TR AHE S Fetskiitt
Faites AZAE AFe A wet Square D 3| ZAH7|E HARSEE L LY} W o)
of MALA ARGt e IEADT= AFIS FAsAT. Catawba e FAF &
Aol Hx| o} mxEQ AOZ 9AE = Square D I 2AHY] 45 Aol A ESHATH

M,

2008 3¢ AWE ZFu]Z(Calvert Cliffs) AHARAL Zo] Ay Z2FE 512 sty
o|E Aol A AEeAT. o] AAr|EE ES2A] flo M HARIE=R ZAHAS o & A

@ (amperage) 5ol FAIHA gl

2 HuA ZAAPE Al 71Xl Square D #H =9l AHAIFAEC] OEMALSE 2113 AR
Aol dllof stthes dAuANg Y Weks Zo] dhth ol Mg A B = Square DOA Al
FotH o™, Square D YWACIEAAE #AH HEE A& F Utk YAIEY U2 HH=

AEIARED] Y YT 2T 2T} A T AT Ju B1q22 Yol
E Hug, AABES #d F5o] U@ AFAAE ANT wnitk YA ES Hldor @
o AAE AuE O 539 548 Fasr] whe
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Examples of Counterfeit Square D Breakers

Counterfeit QO Circuit Breaker from Taiwan

e 3200A short circuit rating instead of the normal 10,000A
¢ Contacts weld due to improper materials

e Erratic tripping - no calibration

¢ Flexible connector inside the CB is frayed and fails

* No temperature compensation

® Magnetic trip is inoperable

¢ Does not meet UL standards (or any other standards)

Counterfeit QO Circuit Breaker from Mexico

e 3000A short circuit rating instead of the normal 10,000A
® No arc chamber insulation

* No thermal adjustment - hand bent bimetal

e Erratic tripping - no calibration

e Low grade phenolic material

¢ No temperature compensation

¢ Magnetic trip is inoperable

® Does not meet UL standards (or any other standards)

Counterfeit QO Circuit Breaker from Japan

e 5000A short circuit rating instead of the normal 10,000A
¢ Vulnerable to contact welding

® No arc chamber insulation

e No thermal adjustment - hand bent bimetal

e Does not meet UL standards (or any other standards)

Figure 5-3

[ustrations of Counterfeit Square D Breakers
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Characteristics of Counterfeit Square D Breakers

Some counterfeit labels do not indicate the

country of origin.

fa !'? : ‘ Ii.:{_?‘r

Many counterfeit breakers have a bright

silver rail clip.

Some counterfeit breakers have printed logos

or logos that appear to be etched. Some

counterfeit breakers may be missing the logo.

Ampere ratings molded into the handles of
new (post 1999) breakers indicate that the

product is counterfeit.

Figure 5-4

Characteristics of Counterfeit Square D Breakers

Schneider’s website (www.us.squared.com) also includes detailed information and advice on

how to avoid counterfeit items.
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51.6 Flowserveite S=H W

2006 949, detulin} 97t &F3t=E ZE(Farley) 948 T HAE A F5 5, 2HJAGx
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Figure 7-2 Ways Counterfeit Items Are Identified

(from U.S. Department of Commerce Survey Results [7])
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Abbreviations

CFSI - Counterfeit, Substandard, or Fraudulent Item
FBI —U.S. Federal Bureau of Investigation

ICE - U.S. Immigrations and Customs Enforcement
NRC — U.S. Nuclear Regulatory Commission

OEM - Original Equipment Manufacturer

OES - Original Equipment Supplier

U.S. — United States

Figure 10-1

tdant

ST ‘:'Xﬂ—g-

seFE B9 w
g, Az} ohd QARRY Ted Aol eAe

719l Square D+
(o]

S THE s Zolgdn 44T + 9

Aot 1 ohg 27|
Aolt. o3 =z
, BFE B Y

o =
3]
= Azxd

Automated s

Reporting

Enter |
in Corrective
Action System

4
Receipt Inspector

CFSI Code(s)

Report to
No Industry CSFI
b

5

Database  Receipt Inspector

Buyer
PE

Item is non-safety
& 1D'd before >
receipt.

Notify OEM/
OES & Obtain

Authentication

Notify FBI, ICE
or Appropriate
Agency

Info 8l

Receipt Inspector
B ..

e Item is installed

or intended for

SR application.

Preliminary CFSI Issue Reporting Process

EPRI 1019163 (63/86)

Buyer
Legal
Regulatory
Affairs

Notify NRC
orAppropriate
Agency

Regulatory
Affairs



Barriers — — — — — = Barriers to Performing the Step

Review
S li
Perchl)prrnlaenrce ______ Process Step

Metrics 1

IT°°'5 BERRHEIS — — — — = Who Performs the Step

L ———— - — —— Tools Related to the Step

Output / Input (green line)

Procurement |

Cost
Resources |

/ lssue

Receive /
Inspect/Test
Items

4
Standard / Qc

Enhanced Store /
Checklists Issue

Figure 10-2 Process Flow Chart Key

10.1 Z2A 2 AF

2l

10.1.1 CFSIZE A== EF9 A
B39 Q¢ B AR AAI Aol AsfEHAY Aol | AF tig ZAE AAE o
[e]

A]
CFSIE 2{¥3sl7] 918 z=A]=0] o] = ojof g}

f

10.1.2 CFSI SAE A3
ol AFol BREF, AxF Et TAVEFLE o4
—§l_

Aoz Bysta AHEEVIYS WEsHAl A8 oF

1013 #E AR 3

o4 FEol U@ ARE Yo B V1SS W2 AF AF WAQRE Arksled @
g3tojof gt fsor & FRE 102740 2T
10.14 YHEE A& CAPY 5

JUEE AN S SYMHNZZIA(CAP) S}

EPRI 1019163 (64/86)



10.1.5 ¥4 CFSI dlo]gwo] X0 H1
AA3 A CFSI HlolE 43 73 #d ARE Rudoayn g2 gASo] A wA 9

28+ =S Ak

10.1.6 AZHA ] SR FF ARE &R

AZHJAES AFol ofd BxFo] Aujd A5 W& &4L A=tk =3 1%
ZF WEo® Wzt sugs AzgAe] WA Fol 7HA At a1¥
AL QA BAE] mxE &) ¢

of thall AASt HH APE =l AFarsfof g

P

ol FoE E2Q A% AzAE 24 gEell Jg 1E ANE AT 5 Y B
o) o)Ae 2rE Bk AxgAd B g CFSl FFUA) @l s delstm )
9 2FYACl FER 2Eo| CRSIYS Telot T AS wwalor Bk CFSI WA AFol 3l
= QA dAzHe FESS A5 T A% AEL 2 QAU AZAA) A B4
el "ol ohd ASol FEUAC AFS ME@E 5o 2AoR)HAE o Bty AR
o} oZo] % AR Bheolrle sy, M Mot FAAA MEGE AL
AzQAYG AEPZ] R2E HABE AT AEL L 5 Ye /182 At Al
=

10.1.7 (NRC ©]£]¢]) #A <=9 T2
HIQEA AR 7]7]o] A2 CFSI fithd A3k AL
Hd= 2 gA dAe 552 FE Cofl &7

L

9

£

A7 BAle] BraoF st AL

10.1.8 NRCol| BR

FAAHZ7] O AL FHor FuIg EFo] CFSIE i He A-RIFHAY 2AH7]
Z, F)ol= NRCo| Busdjof gt} o] EF& AFIAAY AXPhH, 10CFR Part 21 “AEF
R FAGEFS BHar[27] a0l wet FHskE Zlo] AT Aot €.

i

10.2  Generic Reporting Template

EPRI 1019163 (65/86)



CFSI Incident Report

Incidents reported may not yet be confirmed cases of Issue Date:
counterfeit, fraudulent, or substandard items (CFSI).

Reporting suspect items is encouraged as a preventative

measure. Additional notification will be provided for Report Number:
incidents confirmed to be false by the original equipment

manufacturer

Part 1: Item Information

ITEM TYPE (NOUN, ADJECTIVE, ADJECTIVE FORMAT): ADDITIONAL DESCRIPTION:
CFSIITEM SUPPLIER (PROVIDED CFSI) CFSIITEM SUPPLIER (PROVIDED CFSI) PART/MODEL NO:
ORIGINAL EQUIPMENT MANUFACTURER (AUTHENTIC) OEM (AUTHENTIC) PART/MODEL NO.
ORIGINAL EQUIPMENT SUPPLIER (AUTHENTIC) OES (AUTHENTIC) PART/MODEL NO.
ASSEMBLY LEVEL DISCIPLINE
Select one Select one
LOT, BATCH, OR SERIAL NUMBER INFO (COUNTERFEIT): DATE/DATE CODE (COUNTERFEIT):
WHEN IDENTIFIED PROMPTED DISCOVERY
Select one Select one
COMMENTS:

Part 2: Reporting Information

IS CFSI SUPPLIER APPROVED DISTRIBUTOR/AGENT? WAS CFSI SUPPLIER NOTIFIED?
[ ] Yes <4 No [ ]Yes ] No

The original equipment manufacturer or other reliable source (not the CFSI supplier themselves) should be
contacted to determine if the supplier who provided the CFSI is an approved distributor/agent. If CFSI supplier
is not an approved distributor/agent, it is recommended that they not be notified prior to contacting the OEM
and reporting the incident to proper authorities. If possible, suspect items should not be returned.

WAS OEM NOTIFIED?:
Yes [ ] No

OEM should always be notified first so they may determine status of the CFSI supplier, inform authorities
conducting ongoing investigations and assist in confirming or refuting authenticity of the item(s)

WAS NRC NOTIFIED?
D Yes @ No

NRC should be notified if the CFSI was:
(1) Was purchased for use in a safety-related application and was identified as a CFSI before successful
receipt (was not accepted into inventory)
(2) Was purchased for use in a safety-related or nonsafety related application and was identified as a
CFslI after successful receipt (was accepted into inventory or was installed)

Page 10f 2
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CFSl Incident Report

Part 3: Status

WAS ITEM CONFIRMED TO BE A CFSI?
D vYes [ ] No [ ]UnderInvestigation

COMMENTS:

Part 4: Contact Information

ORGANIZATION THAT IDENTIFIED CFSl: CONTACT NAME:
FACILITY: PHONE NUMBER:
ORGANIZATION TYPES EMAIL:
Nuclear Supplier

Part 5: Incident Description and Guidance

Please include photographs of the authentic and counterfeit items as well as any infermation that might be
useful for others in determining if they are in possession of similar CFSis

COMMENTS:

PHOTO OF AUTHENTIC ITEM PHOTO OF CFSI

Page 2 of 2
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1989 March (ANPR), “Acceptance of Products Purchased for Use in Nuclear Power

Plant Structures, Systems, and Components

1989 January

U.S. NRC Information Notice No. 89-03, “Potential Electrical Equipment
Problems”

U.S. NRC Information Notice No. 89-39, “List of Parties Excluded

1989 April from Federal Procurement or Non-Procurement Programs”
1989 May U.S. NRC Generic Letter 89-09, “ASME Section 1ll Component
Replacements”
1989 M U.S. NRC Information Notice No. 89-45, “Metalclad, Low-Voltage
ay Power Circuit Breakers Refurbished with  Substandard Parts”
1989 July U.S. NRC Information Notice No. 89-56, Questionable  Certification

of Material Supplied to the Defense Department by Nuclear
Suppliers”

1989 August

U.S. NRC Bulletin No. 88-10, “Supplement 1:  Nonconforming
Molded-Case  Circuit Breakers”

1989 August

U.S. NRC Information Notice No. 89-59, “Suppliers of Potentially
Misrepresented Fasteners”

1989 October

U.S. NRC Information Notice No. 89-70, “Possible Indications of
Misrepresented  Vendor Products”

1990 July

U.S. NRC Information Notice No. 90-46, “Criminal  Prosecution of
Wrongdoing Committed by Suppliers of Molded-case  Circuit
Breakers and Related Components”

1990 September

U.S. NRC Information Notice No. 90-57, “Substandard, Refurbished
Potter & Brumfield Relays Misrepresented As New”

1990 September

U.S. NRC Information Notice No. 90-60, “Availability of Failure
Data in the Government-Industry Data Exchange Program”

1992 July

U.S. NRC Information Notice 92-51, “Misapplication and Inadequate
Testing of Molded-Case Circuit Breakers”

1992 August

U.S. NRC Information Notice 92-56, “Counterfeit Valves in the
Commercial Grade Supply System”

1992 September

U.S. NRC Information Notice 92-68, “Potentially Substandard Slip-On,
Welding Neck, and Blind Flanges”

EPRI 1019163 (72/86)




1993 June

U.S. NRC Information Notice 93-42, “Failure  of Anti-Rotation Keys in
Motor- Operated Valves Manufactured by Velan®

1993 June

U.S. Information Notice 93-43, “Use  of Inappropriate  Lubrication
Oils in Safety Related Applications”

1993 September

U.S. NRC Information Notice 93-73, “Criminal Prosecution of Nuclear
Suppliers for Wrongdoing”

1994 July

U.S. NRC Information Notice 94-50, “Failure of General Electric
Contactors  to Pull In at the Required Voltage”

1994 December

U.S. NRC Information Notice 94-86, “Legal Actions Against Thermal
Science, Inc., Manufacturer of Thermo-Lag”

1995 February

U.S. NRC Information Notice 95-12, “Potentially Nonconforming
Fasteners supplied by A&G Engineering I, Inc.”

1996 February

U.S. NRC Part 21 Notice 1996-06-04, Substandard Capscrews
Provided by Cardinal to Aerofin

1995 October

U.S. NRC Part 21 Notice 1995-212, Substandard Capscrews Provided by
Cardinal to Aerofin

1996 July

U.S. NRC Information Notice 96-40, “Deficiencies in Material
Dedication and Procurement Practices and in Audits of Vendors”

1997 January

U.S. NRC Part 21 Notice 1997-06-0 through 3, Counterfeit Worm
Shaft Gear in Limitorque  Actuator from Surplus Market

2007 May

U.S. NRC Information Notice 2007-19, “Fire Protection Equipment
Recalls and Counterfeit Notices”

2007 December

U.S. NRC Letter to  ACLASS, Accreditation Services

2007 December

U.S. NRC Information Notice 2007-40, “Inadequate Implementation of
10 CFR Part 21 Requirements by Vendors Who Supply Basic
Components to Nuclear Power Plant Licensees”

2008 April

U.S. NRC Information Notice 2008-04, “Counterfeit Parts Supplied to
Nuclear Power Plants”
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B.
STANDARD CFSI PROCUREMENT CLAUSES

B.1 Standard Procurement Clauses

The following clauses can be used to communicate requirements concerning CFSIs to
suppliers.

A generic clause was developed for use by commercial nuclear facilities during the
execution of this research. This appendix also contains standard clauses and language

mandated for use or used voluntarily by other industries.

B.1.1 Generic Clause for Commercial Nuclear Power Plants

The following clause can be used as written or used as a starting point in the development
of a similar clause designed to be included in licensee procurement documents to
communicate expectations regarding and the potential consequences of providing counterfeit
items. The clause can be applied to all orders, regardless of quality classification, types of

items being procured, or cost of items being procured.

It is highly recommended that any clause that addresses this issue be reviewed by the

licensee’s general council prior to use.

B.1.1.1 Delivery of Suspect/Counterfeit Items

The Vendor is hereby notified that the delivery of suspect/counterfeit items is of special
concern to (Utility Name). If any parts covered by this Order are described using a
manufacturer part number or using a product description and/or specified using an
industry standard, the Seller shall be responsible to ensure that the replacement parts
supplied by the Seller meet all requirements of the latest version of the applicable
manufacturer data sheet, description, and/or industry standard. If the Seller is not the
manufacturer of the goods, the Seller shall make all reasonable efforts to ensure that the
replacement parts supplied under this Order are made by the Original Equipment
Manufacturer (OEM) and meet the applicable manufacturer data sheet or industry standard.
Should the Seller desire to supply a replacement part that may not meet the requirements
of this paragraph, the Seller shall notify the Purchaser of any exceptions and receive the
Purchaser’s written approval prior to shipment of the replacement parts to the Purchaser. If
suspect/counterfeit parts are furnished under this order or are found in any of the goods

delivered hereunder, such items will be dispositioned by (Utility Name) and/or the
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Original Equipment Manufacturer and may be returned to the vendor. The Vendor shall
promptly replace such suspect/counterfeit parts with parts acceptable to (Utility Name), and
the Vendor shall be liable for all costs, including but not limited to (Utility Name)’s

internal and external costs, relating to the removal and replacement of said parts.

B.1.2  Other Industry Examples

B.1.21 Aerospace Industry

The aerospace industry and NAVAIR are currently implementing the guidance contained in
SAE AS-5553, dated 2009-04 [42]. This standard titled “Counterfeit Electronic Parts;
Avoidance, Detection, Mitigation, and Disposition” includes several standard clauses that
address confiscating products and financial responsibility, detection of counterfeit parts,

documentation, and traceability.

B.1.2.2 Department of Energy

The following clause can be found in DOE G 414.1-3 [38]:
Notwithstanding any other provisions of this agreement, the Subcontractor warrants
that all items provided to the Contractor shall be genuine, new and unused unless
otherwise specified in writing by the Contractor. Subcontractor further warrants that all
items used by the Subcontractor during the performance of work at the [name DOE
site here], include all genuine, original, and new components, or are otherwise suitable
for the intended purpose. Furthermore, the Subcontractor shall indemnify the
Contractor, its agents, and third parties for any financial loss, injury, or property
damage resulting directly or indirectly from material, components, or parts that are
not genuine, original, and unused, or not otherwise suitable for the intended purpose.
This includes, but is not limited to, materials that are defective, suspect, or counterfeit;
materials that have been provided under false pretenses; and materials or items that

are materially altered, damaged, deteriorated, degraded, or result in product failure.

Types of material, parts, and components known to have been misrepresented
include(but are not limited to) fasteners; hoisting, rigging, and lifting equipment;
cranes; hoists; valves; pipe and fittings; electrical equipment and devices; plate, bar,
shapes, channel members, and other DOE G 414.1-3 11, November 3, 2004, heat
treated materials and structural items; welding rod and electrodes; and computer

memory modules. The Subcontractor’s warranty also extends to labels and/or
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trademarks or logos affixed, or designed to be affixed, to items supplied or delivered
to the Contractor. In addition, because falsification of information or documentation
may constitute criminal conduct, the Contractor may reject and retain such information
or items, at no cost, and identify, segregate, and report such information or activities

to the appropriate Department of Energy officials.

B.1.2.3 Other Examples of Clauses Addressing CFSls

Materials and items furnished by the Seller to (Customer Name) under this Agreement
shall not include suspect, counterfeit, fraudulent parts, nor shall such parts be used in

performing any work under this Agreement, whether on or off the (Customer Name) site.

A suspect item is one in which there is an indication by visual inspection, testing, or other
information that it may not conform to established Government or industry-accepted
specifications or national consensus standards. A counterfeit item is suspect item that is a
copy or substitute without legal right or authority or one whose material, performance, or
characteristics are knowingly misrepresented by the vendor, supplier, distributor, or
manufacturer. Such items may be labeled to represent a different class of parts, or used

and/or refurbished parts, complete with false labeling, that are represented as new parts.

Suspect counterfeit items do not include non-conforming items resulting from inadequate
design or production quality control. Such items shall be handled in accordance with

Buyers nonconforming item procedures.

If suspect, counterfeit, fraudulent parts are furnished under this Agreement and are found

on the(Customer Name) site, such items shall be impounded by (Customer Name). The

Seller shall promptly replace such items with items acceptable to the (Customer Name), and

the Seller shall be liable for all costs relating to impoundment, removal, and replacement.

(Customer Name) may turn such items over to the law enforcement authorities, i.e,, U. S.

Office of the Inspector General, for investigation and reserves the right withhold payment

for the suspect items pending the results of the investigation.

The rights of (Customer Name) in this clause are in addition to any other rights provided

by law or under this Agreement.

e The Seller is hereby notified that the delivery of suspect/counterfeit parts is of special
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concern to (Utility). If any parts covered by this Order are described using a
manufacturer part number or using a product description and/or specified using an
industry standard, the Seller shall be responsible to ensure that the replacement parts
supplied by the Seller meet all requirements of the latest version of the applicable
manufacturer data sheet, description, and/or industry standard. If the Seller is not the
manufacturer of the goods, the Seller shall make all reasonable efforts to ensure that
the replacement parts supplied under this Order are made by the Original Equipment
Manufacturer (OEM) and meet the applicable manufacturer data sheet or industry
standard. Should the Seller desire to supply a replacement part that may not meet the
requirements of this paragraph, the Seller shall notify the Purchaser of any exceptions
and receive the Purchaser’s written approval prior to shipment of the replacement parts
to the Purchaser. If suspect/counterfeit parts are furnished under this order or are
found in any of the goods delivered hereunder, such items will be dispositioned by
(Utility) and/or the supplier and may be returned to the Seller. The Seller shall
promptly replace such suspect/counterfeit parts with parts acceptable to (Utility), and
the Seller shall be liable for all costs, including but not limited to (Utility)’s internal

and external costs, relating to the removal and replacement of said parts.

® Accountability Liability: “If suspect/counterfeit parts are furnished under this agreement
and are found on the (Nuclear Licensee’s) Premises, such items shall be impounded by
(Nuclear Licensee). The Seller shall promptly replace such items with items acceptable
to the (Nuclear Licensee), and the Seller shall be liable for all costs relating to
impoundment, removal, and replacement. (Nuclear Licensee) may turn such items over
to (US. Office of Inspector General, FBI, etc.) for investigation and reserves the right

withhold payment for the suspect items pending the results of the investigation.”

e SuspectLounterfeit Parts: “Suspect/counterfeit parts” are parts that may be of new
manufacture, but are labeled to represent a different class of parts, or parts that are
used and/or refurbished, complete with false labeling, but are represented as new
parts. Three categories of suspect/counterfeit parts exist:

- Fasteners, including bolts and nuts, made of carbon steel (designated as Grade 5 or
Grade 8) or stainless steel, with headmarks or stamps shown on the headmark list
that was prepared by the United States Customs Service

- Piping valves and flanges bearing labels of ASME or that falsely indicate that the
items meet recognized ASTM consensus standards

- Used or refurbished molded-case electrical circuit breakers or similar type switch gear
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Supplies furnished to (Customer Name) under this Agreement shall not include

suspect/counterfeit parts nor shall such parts be used in performing any work under

this Agreement, whether on or off the (Customer Name) site.

If suspect/counterfeit parts are furnished under this Agreement and are found on the
(Customer Name) site, such parts shall be impounded by (Customer Name), or they
shall be removed by the Seller as directed by (Customer Name). The Seller shall
promptly replace such parts with supplies acceptable to (Customer Name), and the
Seller shall be liable for all costs relating to impoundment, removal, and replacement.

The rights of (Customer Name) in this clause are in addition to any other rights

provided by law or under this Agreement.
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C
EXISTING SOURCES OF INFORMATION

This appendix provides a listing of information available on the subject of counterfeit and
fraudulent items. Included are existing guidance documents and standards, regulations, and
databases, as well as enforcement agencies and websites containing pertinent information.
C1 Guidance Documents and Standards

C11 Aerospace Industry

SAE AS 5553, “Counterfeit Electronic Parts; Avoidance, Detection, Mitigation, and
Disposition,” [42] is an aerospace standard that has been adopted by NASA. At the time of
publishing, it is being considered for adoption by the Department of Defense. The standard
is maintained by the Society of Automotive Engineers (SAE).

C1l2 DOE

“Counterfeit Parts,” in Environment, Safety & Health Bulletin, DOE/EH-0266, Issue 92-4
issued in August 1992 [43]

“Suspect/Counterfeit Parts Headmark List” in the Environment, Safety & Health Bulletin,
DOE/EH-0266, Issue No. 92-4, August 1992, (DOE Quality Alert) [21]

C13 EPRI

EPRI NP-6629, Guidelines for the Procurement and Receipt of Items for Nuclear Power
Plants, (Appendix C), May 1990 [5]

Cl4 IAEA

IAEA-TECDOC-1169, “Managing Suspect and Counterfeit Items in the Nuclear Industry,”
International Atomic Energy Agency, Vienna, August 2000 [6]

C15 NAVAIR

NAVAIR has adopted the Independent Distributors of Electronics Association standard
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IDEASTD-1010-A, “Acceptability of Electronic Components Distributed in the Open Market”
[41].

Technicians who inspect incoming electronics are trained in the standard and must pass an
assessment afterward.

http:/ /www.idofea.org/idea-std-1010-table-of-contents

Cl6 NEMA

The NEMA white paper titled “Authentication Technologies for Brand Protection” [34]
provides information on positive identification of authentic items.

http:/ /www.nema.org/ gov/anti-counterfeiting /

C1.7 NRC
US. NRC Information Notice No. 89-70, “Possible Indications of Misrepresented Vendor
Products,” United States Nuclear Regulatory Commission, October 1989 [10].

C.2 Regulations

C.2.1 Policy Letter 91-3, Reporting Nonconforming Products

Policy Letter 91-3, “Reporting Nonconforming Products” [17] establishes policies and
procedures for using a government-wide system for exchanging information among agencies
about nonconforming products and defines GIDEP (operated by the DOD) as the central

database for receiving and disseminating information.

At the time of publishing of this document, GIDEP is reviewing a draft circular. The draft
circular is intended to supersede Policy Letter 91-3 and will require all government
agencies responsible for regulating industry to require each industry to report all

nonconforming products and obsolescence issues to GIDEP.

C.2.2 The Fastener Quality Act of 1990

The Fastener Quality Act of 1990 [16] requires that fasteners conform to the consensus
standards and specifications to which they are represented to be manufactured, for
example, ASTM Grade 5 fasteners. It also provides requirements for the accreditation of

laboratories engaged in fastener testing and requires inspection, testing, and certification of
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fasteners used in critical applications.

C23 DOE G 414.1-3, Suspect/Counterfeit Items Guide, for Use with 10 CFR Part 830 Subpart
A, Quality Assurance Requirements and DOE O 414.1C, Quality Assurance

DOE has mandated the use of the Suspect/Counterfeit Item Guide [38] across the DOE
Complex.
http:/ /www.directives.doe.gov /pdfs/doe/ doetext/neword /414 / ¢4141-3.pdf

C24  Anti-Counterfeiting Consumer Protection Act of 1996

On July 2, 1996, the Anti-Counterfeiting Consumer Protection Act of 1996 [44] was signed
into law in response to increased involvement of organized crime in counterfeiting
activities, as well as the effects of counterfeiting on U.S. businesses, consumers, and the

economy.
C3 Manufacturers and Industry Associations

C3.1 Amidyne Group

This website maintained by the Amidyne Group includes a synopsis of current events

related to counterfeiting.

http:/ /www.n-former.com/

C3.2 Authorized Service Directory (ASD)

This website provides a listing of authorized distributors for electronics and is a joint effort
involving the Semiconductor Industry Association and Rochester Electronics.

http:/ /www.authorizedcomponents.com

C.3.3 International Anti-Counterfeiting Coalition (IACC)

This not-for-profit organization is based in Washington, DC, and is devoted solely to

combating product counterfeiting and piracy.
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C3.4 Canadian Anti-Counterfeiting Network (CACN)

This is a coalition of individuals, companies, firms, and associations that have joined
together in the fight against product counterfeiting and copyright piracy in Canada and

around the world.
C3.5 Consumer Product Safety Commission (CPSC)
This website is maintained by CPSC and provides information on the recall of defective

products; the website is available to the public.

WWW.CPSC.20V

C.3.6 Eaton

This website contains general information and news on counterfeiting as well as
product-specific information for molded case circuit breakers.

http:/ /www.eaton.com/EatonCom/Markets/Electrical /ServicesSupport/Counterfeiting /index.h

tm

C3.7 ERAI

The ERAI site provides information on counterfeit electronics. For a fee, members can
upload their bill of materials to identify parts that are known to have been counterfeited.

Www.erai.com

C.3.8 International Chamber of Commerce Counterfeiting Intelligence Bureau(CIB)

Formed in 1985, the CIB protects industry from the damage that counterfeiting causes by
gathering intelligence, making undercover inquiries, organizing the seizure of counterfeits,
and providing expert advice and training to its members, which mostly comprise large

multinational companies, trade associations, law firms, and technology producers.
C3.9 National Electrical Manufacturers Association (NEMA)
The NEMA website contains information on counterfeiting as well as links to pertinent

reports and videos.

http:/ /www.nema.org/ gov/anti-counterfeiting /
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C.3.10 SIA Semiconductor Industry Association (SIA)

The SIA site contains information on the counterfeiting of semiconductors.

http:/ /www.sia-online.org/cs/anticounterfeiting

C.3.11 Square D-Schneider Electric

This website contains general information and news on counterfeiting as well as
product-specific information for molded case circuit breakers.

http:/ /www.schneider-electric.us/support/product-support-resources/counterfeiting / counterfei

texamples/

C.3.12 Underwriters Laboratory (UL)

The UL website provides useful information on certifications and markings (examples of
counterfeit labels); this website is available to the public.

www.ul.com

C.3.13 US. Chamber of Commerce Coalition against Counterfeiting and Piracy(CACP)

The CACP is committed to increasing the understanding of the negative impact of
counterfeiting and piracy by working with Congress and the administration to drive greater
government-wide efforts to address this threat.

http:/ /www.theglobalipcenter.com/index.php/cacp

C4 Enforcement Agencies

C4.1 Air Force Office of Special Investigations (AFOSI)
877.246.1453
hgafosi.watch@ogn.af.mil

C4.2 Defense Criminal Investigative Service (DCIS)
800.424.9098
http:/ /www.dodig.mil/hotline

C4.3 Federal Bureau of Investigation (FBI)

EPRI 1019163 (83/86)



202.324.3000
https:/ / tips.tbi.gov

C44 Immigration and Customs Enforcement (ICE)
866.347.2423

C4.5 INTERPOL
http:/ /www.interpol.int/ Public/Financial Crime / Intellectual Property / Default.asp

C4.6 Naval Criminal Investigative Service (NCIS)
800.264.6485

C4.7 NASA Office of Inspector General
800.424.9183
http:/ /oig.nasa.gov/cyberhotline.html

C4.8 Nuclear Regulatory Commission (NRC)
WWW.NIC.gov

C4.9 Royal Canadian Mounted Police (RCMP)
http:/ /www.rcmp-grc.ec.ca/fep-pelf /ipr-dpi/index-eng.htm

C4.10 Strategy Targeting Organized Piracy (STOP)

STOP is an initiative involving the U.S. Department of Commerce, the U.S. Department of
Justice, the U.S. Department of Homeland Security, the U.S. Food and Drug Administration,
and the U.S. State Department.

http:/ / www.stopfakes.gov/

C4.11 US. Army Criminal Investigative Division (USACID)
703.806.0174

http:/ /www.cid.army.mil/ reportacrime.html

C4.12 US. Customs and Border Protection (CBP)
http:/ /www.cbp.gov/xp/cgov/trade/priority trade/ipr/

C4.13 US. Immigrations and Customs Enforcement (ICE)
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http:/ /www.ice.gov/pi/cornerstone/ipr/index.htm

C4.14 The World Customs Organization (WCO)

http:/ /www.wcoomd.org/home wco topics epoverviewboxes responsibilities epipr.htm

C.5 Databases

There are numerous databases maintained by government agencies or support organizations.
Usually general information is available to the public; however, the databases of discoveries
and associated details are protected and require approval for receiving a password and
accessing the information. Examples of the various sources of information outside the

nuclear industry are listed here.
C5.1 DOEFE’s Suspect/Counterfeit Item (S/CI) Database

The DOFE’s Suspect/Counterfeit Item (S/CI) and Defective Item (DI) databases are controlled

and require a password for access. Access is limited to DOE Complex organizations.

The GIDEP database is controlled and requires a password for access. Access is limited to

entities that provide goods and services to the U.S. Government.

The FAA Suspect Unapproved Parts (SUP) database contains fraud and counterfeit
information.

It is controlled and requires a password for access.
The Pharmaceutical Security Institute (PSI) Counterfeiting Information System (CIS) is

administered by the CIS and is accessible to member organizations.

http:/ /www.psi-inc.org/counterfeitSituation.cfm
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Export Control Restrictions
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